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quantum computation + cryptography

Typical post-quantum crypto:

Classical crypto in quantum world:

Fully-quantum crypto:

classicalquantum

adversary cryptosystem

classicalquantum

adversary cryptosystem

quantum

adversary cryptosystem



Classical functions on a quantum computer

Let Ὢȡπȟρ ᴼ πȟρ be some function.

Quantum generalizes classical, so we can implement Ὢon our quantum computer. How?

1. ὼȟώᵐ ὼȟώṥὪὼ [turn into reversible function]

2. ὼώᵐ ὼȿώṥὪὼἃ [run circuit on your quantum computer]

.ǳǘ ǿŀƛǘΧnow we can plug in non-classical inputs:

ȟ

 ὼώᵐ

ȟ

 ὼȿώṥὪὼἃ

E.g., can prepare uniform superposition of values:

quantum access?

ὼȟὪὼ
for random ὼ

??

ὼȿὪὼἃ



Recall CPA:

Å classically: implements the map: ὼm ╔▪╬ ὼ ;

Å what happens if ὃcan run this map quantumly?

Å then ὃgets quantum oracle: ὼώᵐ ὼȿώṥ╔▪╬ ὼἃ

Å Χ ŀƴŘ Ŏŀƴ Ǌǳƴ ƛǘ ƻƴ ƴƻƴ-classical inputs!

Some protocol involving an encryption scheme ╔▪╬ȟ╓▄╬ȣ

quantum access?

ὃ

╔▪╬

╔▪╬

??ὼȿ╔▪╬ ὼἃ



Lƴ ǎƻƳŜ ǎŜǘǘƛƴƎǎΣ άǉǳŀƴǘǳƳ ƻǊŀŎƭŜǎέ ƳŀƪŜ ǇŜǊŦŜŎǘ ǎŜƴǎŜΥ

Å public-key encryption: ὴὯm encrypt circuit 

Å hash functions: algorithm

Å exposing code: obfuscated circuit

In other settings, this might depend on the model, or the physics:

Å private-ƪŜȅ ŜƴŎǊȅǇǘƛƻƴ όŎŀƴ ŘŜǾƛŎŜ ŀŎǘ ŎƻƘŜǊŜƴǘƭȅΚ άŦǊƻȊŜƴ ǎƳŀǊǘ ŎŀǊŘέ [GHS16])

Å authentication and signatures (can user be fooled into signing superposition?)

In any case: the model is of theoretical interest!

reversible 
circuit

quantum access: is it realistic?



Yes: pseudorandomnessstill exists!

[GGM84]construction yields PRFs Ὢ ǿƘƛŎƘ ŀǊŜ άǉǳŀƴǘǳƳ ƻǊŀŎƭŜέ ςsecure [Zha12].

Maybe everything is ok, even in this model?

is *anything* secure in this model?

Authentication[BZ13]:
ÅUniformly random key Ὧfor ὪȠ
ÅἙἋἍ ά Ὢ άȢ

Encryption[BZ13]:
ÅUniformly random Ὧfor ὪȠ
ÅἏἶἫ ά ὶȟὪ ὶṥάȢ



ά{ƛƳǇƭŜǎǘ ōƭƻŎƪ ŎƛǇƘŜǊέ ώ9aфтΣ 5Y{ммϐΥ

1. Fix public, random permutation ὖȡπȟρ ᴼ πȟρ ;

2. Uniformly random key: Ὧᶰ πȟρ ;

3. Encrypt: Ὁ ὼ ὖὼṥὯṥὯ.

Security:

Å Ὁ is strongly pseudorandom (even if adversary has ὖ, ὖ , Ὁ, Ὁ .)

Å ᵼ ŎŀƴΩǘ ŘŜŎǊȅǇǘΤ

Å ᵼ ŎŀƴΩǘ ŦƻǊƎŜ ƛƴǇǳǘκƻǳǘǇǳǘ ǇŀƛǊǎΣ ŜǘŎΦ

ὖ

Ὧ Ὧ

ὼ Ὁ ὼ

quantum oracle attacks: an example



simple predecessor to Shor
Given:
Å oracle access to Ὢ;
Å Promise ɱ▓s.t.Ὢὼ Ὢώ iff ώ ὼṥ▓Ƞ
Output:
Å▓

ά{ƛƳǇƭŜǎǘ ōƭƻŎƪ ŎƛǇƘŜǊέ ώ9aфтΣ 5Y{ммϐΥ

Ὁ ὼ ὖὼṥὯṥὯ.

Quantum attack [KM12]:

1. Form oracle Ὢὼ ὖὼṥὉ ὼ;

2. Apply {ƛƳƻƴΩǎ algorithm on Ὢand output result.

Why does it work? Ὢὼ ὖὼṥὖὼṥὯṥὯ ὪὼṥὯ

¢Ƙƛǎ ƛǎ {ƛƳƻƴΩǎ ǇǊƻƳƛǎŜ ᵼattack will output Ὧ!

Devastating:complete key recovery with only ַײὲ queries, space and time!

Simple variants also break: 3-round Feistel[KM10], Encrypted-CBC-MAC, LRW tweakable ciphers, many CAESAR 
ŎŀƴŘƛŘŀǘŜǎΣ Χ [KLLN16, SS16].

quantum oracle attacks: an example

ὖ

Ὧ Ὧ

ὼ Ὁ ὼ



Hidden Shift Problem (HS). Fix a finite group Ὃ. Given oracles for injective ὪȟὫȡὋᴼὛ
and a promise that ɱ ίɴ Ὃsuch that Ὢὼ Ὣὼẗί for all ὼɴ Ὃ, output ί.

The Simon attack breaks: Even-Mansour, 3-round Feistel, Encrypted-CBC-MAC, LRW tweakable ciphers, many CAESAR 
ŎŀƴŘƛŘŀǘŜǎΣ Χ

Å if viewed in a certain way, ŀƭƭ ǘƘŜ ŀǘǘŀŎƪǎΧ

Å first build  a pair of shifted functions: Ὢὼ ὫὼṥὯΧ

Å Χ ŀƴŘ ǘƘŜƴ ŀǇǇƭȅ {ƛƳƻƴΩǎ ŀƭƎƻǊƛǘƘƳ ǘƻ ὪὼṥὫὼ.

█ ▌

what is really at the core: hidden shift

well-known to quantum 
algorithms community! 



Classically: requires exponentially-many queries [in ὲ ÌÏÇὋ ].

Quantumly: efficiently solvable for Ὃ ᴚ (Simon).

For most other groups, appears to be hard.

Cyclic groups:(e.g., ᴚ )

Å best quantum algorithm takes ςַײ time [Kup03].

Å ƻƴƭȅ ƛŘŜŀ ǿŜ ƘŀǾŜ όάcosetǎŀƳǇƭƛƴƎέύ Υ ƛŦ ƛǘ ǿƻǊƪǎΣ ǘƘŜƴ UniqueSVPɴ BQP[Reg02].

Symmetric groups: (i.e., Ὓ)

Å no subexpalgorithms known;

Å cosetsampling unlikely to give even subexpalgorithms [MR05, MRS07].

hidden shift problem

Hidden Shift Problem (HS). Fix a finite group Ὃ. Given oracles for injective ὪȟὫȡὋᴼὛ
and a promise that ɱ ίɴ Ὃsuch that Ὢὼ Ὣὼẗί for all ὼɴ Ὃ, output ί.



The Simon attack breaks: Even-Mansour, 3-round Feistel, Encrypted-CBC-MAC, LRW tweakable ciphers, many CAESAR 
ŎŀƴŘƛŘŀǘŜǎΣ Χ

Generic fix:

Å select an exponentially-large group (family) Ὃ(e.g., cyclicᴚ , dihedral Ὀ , symmetric Ὓ, Lie-type Ὓὒ , Χ ύ

Å replace input/output spaces with Ὃ(or a power of Ὃ).

Å replace bitwise XOR operation with group operation on Ὃ.

Sanity check [AH17]: 

Å ǘƘƛǎ ŘƻŜǎ ƴƻǘ ŀŦŦŜŎǘ ŎƭŀǎǎƛŎŀƭ ǎŜŎǳǊƛǘȅΧ

Å Χ ƻǊ ŎƭŀǎǎƛŎŀƭ-access security against quantum adversaries.

hidden shift crypto



The Simon attack breaks: Even-Mansour, 3-round Feistel, Encrypted-CBC-MAC, LRW tweakable ciphers, many CAESAR 
ŎŀƴŘƛŘŀǘŜǎΣ Χ

Generic fix:

Å select an exponentially-large group (family) Ὃ(e.g., cyclicᴚ , dihedral Ὀ , symmetric Ὓ, Lie-type Ὓὒ Σ Χ

Å replace input/output spaces with Ὃ(or a power of Ὃ).

Å replace bitwise XOR operation with group operation on Ὃ.

Example 1: Even-Mansour.

1. Fix public, random permutation ὖȡὋᴼὋ;

2. Select key: Ὧᶰ Ὃ;

3. Encrypt: Ὁ ὼ ὖὼẗὯẗὯ.

ὖ

Ὧ Ὧ

ὼ Ὁ ὼẗ ẗ

hidden shift crypto

ẗȡὋ ὋᴼὋ



The Simon attack breaks: Even-Mansour, 3-round Feistel, Encrypted-CBC-MAC, LRW tweakable ciphers, many CAESAR 
ŎŀƴŘƛŘŀǘŜǎΣ Χ

Generic fix:

Å select an exponentially-large group (family) Ὃ(e.g., cyclicᴚ , dihedral Ὀ , symmetric Ὓ, Lie-type Ὓὒ Σ Χ

Å replace input/output spaces with Ὃ(or a power of Ὃ).

Å replace bitwise XOR operation with group operation on Ὃ.

Example 2: Feistelnetwork.

1. Choose pseudorandom function Ὑȡπȟρ ὋᴼὋ;

2. Choose keys Ὧᶰ πȟρ , set ὙḧὙ ;

3. Build pseudorandom permutation on Ὃ Ὃ:

R1

R2

R3

+

+

+

ẗ

ẗ

ẗ

hidden shift crypto

ẗȡὋ ὋᴼὋ



The Simon attack breaks: Even-Mansour, 3-round Feistel, Encrypted-CBC-MAC, LRW tweakable ciphers, many CAESAR 
ŎŀƴŘƛŘŀǘŜǎΣ Χ

Generic fix:

Å select an exponentially-large group (family)Ὃ(e.g., cyclicᴚ , dihedral Ὀ , symmetric Ὓ, Lie-type Ὓὒ Σ Χ

Å replace input/output spaces with Ὃ(or a power of Ὃ).

Å replace bitwise XOR operation with group operation on Ὃ.

Example 3: Encrypted-CBC-MAC.

1. Fix keyed, pseudorandom permutation Ὁȡπȟρ ὋᴼὋ;

2. Select key pair: ὯȟὯᶰ πȟρ ;

3. Decompose message άᶰὋ into blocks ά ᶰὋ.

Ek Ek
Χ Ek Ek’+ +ẗ ẗ ẗρ

hidden shift crypto

ẗȡὋ ὋᴼὋ



Is this άƎŜƴŜǊƛŎ ŦƛȄέ ŀ good idea?

1. The Hidden Shift Problem (HS) seems to be a good crypto primitive.

Theorem 1. The Hidden Shift Problem is random self-reducible.

main results



Lǎ ǘƘƛǎ άƎŜƴŜǊƛŎ ŦƛȄέ ŀ ƎƻƻŘ ƛŘŜŀΚ

1. The Hidden Shift Problem (HS) seems to be a good crypto primitive.

Å randomized version άRHSέ where Ὢis random and Ὣis a shift;

Å QPT = quantum polynomial-time algorithm.

Proof idea:

¦ǎŜ ǘƘŜ άмκǇƻƭȅ-ŦǊŀŎǘƛƻƴέ vt¢ ǘƻ ŜȄǇƭƻǊŜ ǘƘŜ ŜƴǘƛǊŜ ǎǇŀŎŜ ƻŦ ƛƴǎǘŀƴŎŜǎΣ ōȅΥ

1. randomizing shifts by pre-composing Ὢ(but not Ὣ) with a random shift;

2. randomize outputs by post-composing both Ὢand Ὣwith a qPRF;

3. repeat with fresh randomness, and a fresh qPRFkey poly-many times;

4. test any outputs of the QPT by random sampling and checking.

Theorem 1. RHSis random self-reducible. That is, if there exists a QPT which solves 
RHS for a 1/poly-fraction of inputs, then there exists a QPT which solves RHS and HS 
for all but a negligible fraction of inputs.

main results



Is this άƎŜƴŜǊƛŎ ŦƛȄέ ŀ good idea?

1. The Hidden Shift Problem (HS) seems to be a good crypto primitive.

Theorem 2. The decision and search version of HS are equivalent.

main results



Lǎ ǘƘƛǎ άƎŜƴŜǊƛŎ ŦƛȄέ ŀ ƎƻƻŘ ƛŘŜŀΚ

1. The Hidden Shift Problem (HS) seems to be a good crypto primitive.

Decision version (DRHS). Decide: (i.) Ὢis random, Ὣis a shift, or (ii.) ὪȟὫare random.

Proof idea:

RHS ᵼDRHS is obvious (note: can amplify here.)

DRHS ᵼRHS. Descend subgroup tower Ὃ Ὃ Ễ Ὃ recursively.

1. for each transversal element , call DRHS on ὪandὫ ὒʐ restricted to Ὃ ;

2. exactly one value of (say, ύ ǿƛƭƭ ǊŜǎǳƭǘ ƛƴ άǎƘƛŦǘΤέ 

3. recursively call algorithm on next level down with restrictions of ὪandὫʐ ὒ ;

4. output product  Ễ.

Theorem 2. Suppose Ὃhas an efficient subgroup series (e.g., ᴚ or Ὓ.) Then there 
exists a QPT* for DRHS if and only if there exists a QPT* for RHS.

* - with at most 1/poly completeness and soundness error

main results



Lǎ ǘƘƛǎ άƎŜƴŜǊƛŎ ŦƛȄέ ŀ ƎƻƻŘ ƛŘŜŀΚ

2. It frustrates all known Simon attacks.

By our theorems + previous results, this would yield:

Å (worst-case) quantum algorithm for Hidden Shift;

Å (worst-case) quantum algorithm for Hidden Subgroup Problem;

Å (over ᴚ ) possible poly-time quantum attacks on lattice crypto [Regev02];

Å (over Ὓ) simple poly-time quantum algorithms for Graph Isomorphism;

Å (over Ὓ) efficient ŀǘǘŀŎƪǎ ƻƴ άƪƴƻǿƴ-ŎƻŘŜέ ǾŜǊǎƛƻƴ ƻŦ McEliece[DMR10].

The Simon attack on the Hidden Shift variants of all aforementioned schemes requires 
a subroutine for efficiently solving the RHS problem over the relevant group family.

main results



Lǎ ǘƘƛǎ άƎŜƴŜǊƛŎ ŦƛȄέ ŀ ƎƻƻŘ ƛŘŜŀΚ

3. In some cases, we can prove security reductions.

Theorem 3 [AR16]. Under the HS assumption, the Hidden Shift Even-Mansour cipher 
is pseudorandom.

HS assumption: there does not exist a polynomial-time quantum algorithm for the 
Hidden Shift problem which succeeds on all instances.

Theorem 4 [AR16]. Under the HS assumption, the Hidden Shift Encrypted-CBC-MAC is 
collision-free.

main results



Lƴ ǘƘŜ άǉǳŀƴǘǳƳ ƻǊŀŎƭŜέ ǎŜŎǳǊƛǘȅ ƳƻŘŜƭΧ

Å previous results: many standard schemes (Even-Mansour, Feistel, CBC-MAC, etc.) are broken;

Å we identified an easy generic patch: replace bitwise XOR with modular addition;

Å quantum-resistance of resulting schemes is connected to Hidden Shift and Hidden Subgroup Problem;

Å Χ ƛƴ ǎƻƳŜ ŎŀǎŜǎ Ǿƛŀ ǊƛƎƻǊƻǳǎ ǎŜŎǳǊƛǘȅ ǊŜŘǳŎǘƛƻƴǎΤ

Å this crypto view on HS and HSP led to some new results on their algorithmic hardness!

²ƘŀǘΩǎ ƴŜȄǘΚ

Å what else is broken in this model?

Å can HS or HSP serve as a basis for other quantum-secure crypto?

Å gain confidence in our security notions for encryption, authentication, signatures, etc. 

Thanks!

conclusions


