Quantum-secure symmetric-key
cryptography based on Hidden Shifts

Gorjan Alagic Alexander Russell
QMATH, Department of Mathematical Sciences =~ Department of Computer Science & Engineering
University of Copenhagen University of Connecticut

arXiv:1610.01187



guantum computation + cryptography

Typical postquantum crypto:
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Classical crypto in quantum world:
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Fully-quantum crypto:
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guantum access?

Classical functions on a quantum computer

Let'@Tip} © {rip} be some function.

Quantumgeneralize€lassical, so wean implementQon our quantumcomputer. How?
1. () m ofwd T [turn into reversible function]
2. | ™ |oxs "Twa [run circuit on your quantum computer]

. dzl énbwAwie Xan plug in nonlassical inputs:

™ ] |ows "dwa
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for randomw
E.g., can prepare uniform superposition of values: |¢)S@a)é



guantum access?

Recall CPA:
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A classically: implementsthe map:o™ =t (6 ;
A what happens i© can runthis mapguantumly?

A then 6 getsquantum oracle |Q}|) M [0S [ =+ (WG
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guantum access: is it realistic”

Ly &a2YS aStdAay3aas daljdzr yaddzy 2N} Of Saé¢ YIFI1S LISNFSOO &Sy

A publickey encryptionf) ‘@ encrypt circuit

A hash functionsalgorithm BE= [c\crsible
circuit

A exposing codeobfuscated circuit=

In other settings, this might depend on the model, or the physics:

A private] S8 SYONBLIGA2Y 60lYy RSOAOS[GHSQG] O2KSNBYyGfeéK aFNP
A authentication and signatures (can user be fooled into signing superposition?)

In any casethe model is otheoreticalinterest!



IS *anything* secure in this model?

Yes:pseudorandomnesstill exists!

[GGM84]construction yieldPRE Q ¢ KA OK I NB a |j gzecyre[2tm13. 2 NI Of S ¢

Authentication[BZ13]
A Uniformly random keyQfor {"Q}N
AEPRA @) Q)8

Encryption[BZ13]
A Uniformly randomQfor {"Q}N

A ATH@G) @(AQG)S a)8

Maybe everything is ok, even in this model?



guantum oracle attacks: an example

G{AYL}X S&aG o0f 201 OALKSNE w9adpt> 5Y{MmMBY
1. Fix public, random permutatiobd{rip} © {rip} :

2. Uniformly random key Qv  {rip} :
3. EncryptO(®) UO(@$ Q& Q

Q Q

o b0 s

Security:

A O isstrongly pseudorandorteven if adversary has, 0 , 0,0 .)

A+ OFryQil RSONRLIT
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guantum oracle attacks: an example

G{ AYLX Sad of 201 C))\LJKSNJé.,chgaqo%z 5Y{ MMB Y
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Quantum attack [KM12]:

} simple predecessor to Shor
1. Formoracle™@w) 0U(@WS O (W; Given:

2. Apply[{T A" Y Zlga@thm on"Cand output result. A oracle access t&)

A Promisemiis.t."@¢) Qw iff ®@ w$ &

Why does it work2®¥e) 0(@)$ 0(@wé Qs © Qws 0 gutput:

¢ KAA A& { AtYatatkwdll oY A & S

Devastating.complete key recovery with only ¢ queries, space and time!

Simple variantsalsobreak: 3-round Feiste[KM10], EncryptedCBGMAC, LRW tweakable ciphers, many CAESAR
Ol Yy RA RKULS1®,5S1%]



what is really at the core: hidden shift

The Simon attack break&venMansour, 3round Feiste] EncryptedCBEMAC, LRW tweakable ciphers, many CAESAR
OF YRARI 1Sazx X

A ifviewedinacertainway, t € 0KS FGdF Ol ax
A first build|a pair of shifted functions§@@) "Qws QX
A X FTYR G0KSYy LI} 2 GgPs YRy Qa\ I f I2NRAGKY

well-known to quantum

algorithms community!

Hidden Shift Problem (HSFix a finite groupO Given oracles for injectivéi@{0° Y
and a promise thab i ¥ "Osuch that'a) "Qowti for allwN "Q outputi .




hidden shift problem

Classicallyrequires exponentiallynany querie§ine 1 1 @ ].

Quantumly: efficiently solvable foftO d (Simon).

Formost otherd  Higden Shift Problem (HSFix a finite groupO Given oracles for injectivéi@{o° "Y
Cyclic groupsfe and a promise that i N "Osuch that'@o) "Qwti for alloN "Q outputi .

A best quantum algorithm takes V J time [KupO3.
A 2yt e ARSIlcosaddS KUIXASY D0 YUngueSVRBOQHRegIR. &4 > G KSY

Symmetric groups(i.e.,"Y)
A no subexpalgorithmsknown;
A cosetsampling unlikely to give evesubexpalgorithms[MR05, MRS07]



hidden shiftcrypto

The Simon attack break&venMansour, 3round Feiste] EncryptedCBEMAC, LRW tweakable ciphers, many CAESAR
OF YRARI 1Sazx X

Generic fix:

A select an exponentialjarge group (family)O(e.g., cyclie , dihedralO , symmetric'Y, Lietype™ M ,X 0
A replace input/output spaces witfO(or a power ofQ.

A replace bitwise XOR operation with group operation'@n

Sanity check [AH17]:
A lKA&da R2Sa y20 FFFSOUO Ofl aaArolt aSOdzNAGeé X
A X 2 NJ Gdcdess desudty dgainst quantum adversaries.



hidden shift crypto

The Simon attack break&venMansour, 3round Feiste] EncryptedCBEMAC, LRW tweakable ciphers, many CAESAR
OF YRARI 1Sazx X

Generic fix:

A select an exponentialljarge group (family)O(e.g., cyclie , dihedralO , symmetric'Y, Lietype™ M = X
A replace input/output spaces witfO(or a power ofQ.

A replace bitwise XOR operation with group operation'@n

Example 1EvenrMansour.

1. Fix public, random permutatioddO° "Q
2. Select keyOv "Q

3. EncryptO (&) 0@t QtQ

do "0° "0




hidden shift crypto

The Simon attack break&venMansour, 3round Feiste] EncryptedCBEMAC, LRW tweakable ciphers, many CAESAR
OF YRARI 1Sazx X

Generic fix:

A select an exponentialliarge group (family)O(e.g., cycli@ , dihedralO , symmetric'Y, Lietype™ M X X
A replace input/output spaces witfO(or a power ofQ.

A replace bitwise XOR operation with group operation'@n

Example 2feistelnetwork.
1. Choose pseudorandom functiovgf{rip} "0° "Q s
2. Choose key€)~  {rip} ,setY h 'Y ; i

3. Build pseudorandom permutation 6® "0 | I ]

do 00 O




hidden shift crypto

The Simon attack break&venMansour, 3round Feiste] EncryptedCBEMAC, LRW tweakable ciphers, many CAESAR
OF YRARI 1Sazx X

Generic fix:

A select an exponentialliarge group (family)O(e.g., cycli@ , dihedralO , symmetric'Y, Lietype™ M X X
A replace input/output spaces witfO(or a power ofQ.

A replace bitwise XOR operation with group operation'@n

Example 3EncryptedCBGMAC.

1. Fix keyed, pseudorandom permutati@rip} "0° "Q
2. Select key pairQ v {rip} ;

3. Decompose message N “O into blocksa N "0

e X o -

do 00 O




main results

s thisa 3 Sy S NJydod idfed?E ¢ |
1. The Hidden Shift Problem (HS) seems to be a good crypto primitive.

Theoreml. The Hidden Shift Problem is random gselflucible.




main results

LE GKA& a3ISYSNARO FAEE¢ | 3JI22R ARSIK
1. TheHidden Shift Problem (HS) seems to be a good crypto primitive.

A randomizedversiondRHS where "Qs random andQis a shift;
A QPT= quantum polynomiatime algorithm.

RHSor a 1/polyfraction of inputs, then there exists a QPT which soRE&SNdHS
for all but a negligible fraction of inputs.

Theoreml. RHSs random selfeducible. That is, if there exists a QPT which solves

Proof idea:

''3S (KSTMNIMGLRZWE vite (2 SELX 2NB GKS Sy idANS
1. randomizing shifts by preomposingQbut not"Q with a random shift;

2. randomize outputs by postomposing botiQand "Qwith agPRF

3. repeat with fresh randomness, and a fregARFkey polymany times;

4. test any outputs of the QPT by random sampling and checking.



main results

s thisa 3 Sy S NJydod idfed?E ¢ |
1. The Hidden Shift Problem (HS) seems to be a good crypto primitive.

Theorem 2.The decision and search versionH#are equivalent.




main results

LE GKA& a3ISYSNARO FAEE¢ | 3JI22R ARSIK
1. TheHidden Shift Problem (HS) seems to be a good crypto primitive.

Decision versiol@RH$ Decide:i() "Gis random; Qs a shift, or (ii.)@Qare random.

Theorem2. SupposeOhas an efficient subgroup series (exg., or °Y.) Then there
exists a QPT* fdbRHSf and only if there exists a QPT* ilRHS

Proof idea:
RHS DRHSs obvious (note: can amplify here.)

DRHS RHSDescend subgroup towe® O E  "Orecursively.

1. for each transversal element, callDRH®Nn"Qand"(z 0 restricted to O ;

2. exactlyonevalueof (say] 0 @Aff NBadzZ & Ay GaKAFTOTE
3. recursively call algorithm on next level down with restriction¥Bhd (& 0 ;

4. output product ] ET

* -with at most 1/poly completeness and soundness error



main results

LE GKA& a3ISYSNARO FAEE¢ | 3JI22R ARSIK
2. It frustrates all known Simon attacks.

TheSimon attack on the Hidden Shift variants of all aforementioned schemes requires
a subroutine for efficiently solving tiRHSoroblem over the relevant group family.

By ourtheorems + previous results, this would yield:

A (worst-case)quantum algorithm foHiddenShift

A (worstcase) quantum algorithm fddiddenSubgroup Problem

A (overy ) possible poltime quantumattacks on lattice cryptpRegevOP;
A (over"Y) simple polytime quantumalgorithms for Graphsomorphism;

A (over'Y)efficientt GG O1 & @R &4 Vv @@dieddPVR1A T



main results

LE GKA& a3ISYSNARO FAEE¢ | 3JI22R ARSIK
3. In some cases, we can prove security reductions.

HSassumption:there does not exist a polynomiiime quantum algorithm for the
Hidden Shift problem which succeeds on all instances.

Theorem 3 [AR16]Under theHS assumptionthe Hidden Shift Evellansour cipher
IS pseudorandom.

Theorem 4 [AR16]Under theHS assumptionthe Hidden Shift EncryptedBGMAC is
collisionfree.




conclusions

LYy GKS aljdzl yidzy 2N} Of S¢ aSOdzNAGeé Y2RSft X

A previous results: many standard schemes (EMamsour,Feiste] CBAVIAC, etc.) are broken;

A we identified an easy generic patch: replace bitwise XOR with modular addition;

A quantumresistance of resulting schemes is connecte#litdden ShifandHidden Subgroup Problem

A X Ay a2YS OFasSa OAF NAI2NRPdza aSOdzZNAGeé NBRAdzOGAZYyAT
A this crypto view orHSand HSHed to some new results on their algorithmic hardness!

2 K 4Qa YySEUGK
A what else is broken in this model?

A canHSor HSPserve as a basis for other quantesacure crypto?
A gain confidence in our security notions for encryption, authentication, signatures, etc.

Thanks!



